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	Name:
________________________
	Team:
________________________
	Role:
________________________



How to use this pack
Work only with the fictional information printed here.
Do not open links, test accounts or share any real password or security code.
Write down confirmed facts separately from assumptions.
A strong answer explains the reason for a decision and what evidence could change it.
The defender's questions
What matters most in the system you are protecting?
________________________________________________________________________________
________________________________________________________________________________
Which clue would make you act first?
________________________________________________________________________________
________________________________________________________________________________
How could your response accidentally cause more harm?
________________________________________________________________________________
________________________________________________________________________________


Activity 1 Attack reconstruction
Eight minutes. Order the six cards, mark one break point, choose one immediate action and prepare a 20-second explanation.
	A
08:42. An employee receives an time-critical request that appears to come from a trusted supplier.
	B
09:16. A sign-in occurs from a device the organisation has not seen before.

	C
10:03. A large archive of files begins moving to a rarely used internal location.
	D
10:21. The finance team cannot open a shared folder needed for payments.

	E
10:37. A supplier reports receiving strange messages from the employee's account.
	F
11:05. A note demands payment to restore access.



Our order
________________________________________________________________________________
________________________________________________________________________________
The point where a defender could break the chain
________________________________________________________________________________
________________________________________________________________________________
Our immediate action and why
________________________________________________________________________________
________________________________________________________________________________


Activity 1 Evidence and uncertainty
	Name:
________________________
	Team:
________________________
	Role:
________________________



	Question
	Your working answer

	Which events are confirmed facts?
	

	Which explanation are you assuming?
	

	What evidence could support that explanation?
	

	What evidence could contradict it?
	

	What still works safely?
	

	Who needs to know now?
	



Level up: could the sign-in be legitimate travel or a new phone? Could the archive be an approved backup? How would you tell?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Our 20-second explanation
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________


Activity 2 Phishing detective
	Name:
________________________
	Team:
________________________
	Role:
________________________



Five minutes. Find at least four warning signs. Then choose a safe way to verify the request.
	From: IT Helpdesk <support@university-security.example>
Subject: FINAL WARNING: mailbox closes in 20 minutes

We detected a problem with your student account.
Use this link now to keep your files:
https://login-check.example/verify

Reply with the six-digit code if the page does not work.
IT Service



The .example addresses are deliberately fictional. Do not open or copy the links.
Warning signs
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
A safe way to verify the request
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________


Activity 2 Safer response
	Name:
________________________
	Team:
________________________
	Role:
________________________



What should the recipient do first?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
How should the recipient report the message?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
What should a helpful IT or security response sound like?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
AI-assisted phishing level up
Scenario. The spelling is perfect and the message includes a real detail about your course. Which checks still work?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Reflection. Why can blame make a school or organisation less secure?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________


Activity 3 Incident tabletop briefing
	Name:
________________________
	Team:
________________________
	Role:
________________________



Northstar Live is a fictional ticketing company. Your team will receive three incident updates. After each update, choose one priority action, one fact to verify and one message.
	Role
	Responsibility
	Team member

	Incident lead
	Decides priorities and keeps the team focused.
	

	Technical lead
	Explains what can be isolated, checked or restored.
	

	Communications lead
	Prepares clear messages without guessing.
	

	Evidence recorder
	Separates confirmed facts, assumptions and open questions.
	



Decision record
	Keep separate
	Record here

	Confirmed facts
	

	Assumptions
	

	Open questions
	

	Decisions and owner
	





Inject 1 Unusual sign-ins
	Name:
________________________
	Team:
________________________
	Role:
________________________



09:10. A staff account signs in from two countries within eight minutes. Customers report that password-reset emails have arrived without being requested.
One immediate action
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
One fact to verify
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
One person or team to notify
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
How legitimate staff will regain access safely
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
What could go wrong with our response?
________________________________________________________________________________
________________________________________________________________________________


Inject 2 Checkout failures
	Name:
________________________
	Team:
________________________
	Role:
________________________



09:35. Payment attempts are failing. A supplier says its remote-support account has been locked. Social media claims customer data has leaked, but you have not confirmed this.
Which process should pause?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Which evidence should be preserved before systems change?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
What remains unconfirmed?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Write a short customer holding statement
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________


Inject 3 Recovery dilemma
	Name:
________________________
	Team:
________________________
	Role:
________________________



10:20. A ransom note appears on several staff devices. Yesterday's backup completed, but nobody has tested a full restore this month. A major event goes on sale at noon.
Which service should return first, and why?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
How will the team test that restored systems are safe?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Who decides whether the noon sale can proceed?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Which external response routes might apply?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________


Tabletop debrief
	Name:
________________________
	Team:
________________________
	Role:
________________________



Which clue changed your plan?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Where did the team disagree?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Which preparation would have saved the most time?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
What evidence would show that recovery is real?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Supply-chain level up
New information. Northstar's own systems look clean. A software supplier reports that its update service may be compromised.
Which connections, updates and credentials should Northstar review first?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________


Optional extension Caesar cipher
	Name:
________________________
	Team:
________________________
	Role:
________________________



Rule. Shift every letter three places back through the alphabet. For example, D becomes A.
VHFXULWB QHHGV PRUH WKDQ D VHFUHW DOJRULWKP
Decoded message
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Why do repetition and letter frequency make this cipher weak?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Threat model the Immersive Learning Lab
Asset: what matters?
________________________________________________________________________________
________________________________________________________________________________
Input: what does the system sense or receive?
________________________________________________________________________________
________________________________________________________________________________
Failure: what if that signal is wrong, missing or malicious?
________________________________________________________________________________
________________________________________________________________________________
Control: how could the design limit harm and protect privacy?
________________________________________________________________________________
________________________________________________________________________________
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